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A Synthetic Dimension Reduction in Intrusion Detection System
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Abstract: In order to improve the performance of IDS ( Intrusion Detection System) , a synthetic dimen-
sion reduction method is proposed in this paper. First of all, a similarity distance algrithm beiween two
vectors based on analogy resoning is difined. Then, an optimization method based on Artificial Immune

System (AIS) and Genetic Algorithm (GA) is used to meliorate the normal-behavior-set and abnormal-

behavior-set. Finaly, a new behavior sample is sniffered from network. The distances between this new
behavior sample and each of the two meliorated sets are calculated. Using these two distances as ordinate
and abscissa, this new behavior sample is mapped into a point in a two-dimensional coordinates plane

from a multi-dimensional vector space. According to the location of this point, a behavior can be deter-

mined whether it is an intrusion or not.
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Fig. 1 The processes of sample set creating and optimizing
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Fig.2 The simple distance model of behavior vector
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Fig. 3 The synthetic distance model of behavior
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Fig. 4 The mapping model from a behavior to a point
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